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(Organization of Information Security)

2.1 TassadremeduanuduasUasniearsaumnanieluuien (Internal Organization)
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2.2 TassafremeinuanudiuasUasadeiifeadasiugnvseniieanunieusn (External Parties)
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3.1 Ausulnvaudaduniwg (Responsibility for Assets)
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3.2 A15INTUANAUVDIENSEUWNA (Information Classification)
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3.3 msdanisiudetuiindaya (Handling of Assets)
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aaduAsUaandeNineIdasiuyAaIng (Human Resources Security)

4.1 msadeanuanatualaanislunszuIuNISEIINIYAAINIAaUN5¥191U (Prior to Employment)
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4.3 N15INLANNTS31991U (Termination of Change of Employment)
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#ua 5

nsadeausiuasUaanfenINIen wLazdswIndes (Physical and Environmental Security)

5.1 Ushaundesdin1sinenannutiuaslasnsie (Secure Areas)
Uszasdiioidunnasglunsinwanusiuasasafomamenmiiisafuanuiidaduiivuas Auildnuves
szuumnaluladansaunea naonaugunsalreuiiawmes deyauararsaumadaduningduresuivm
5.1.1 YBULUA W38 USAlAETOUNIINIEAIN (Physical Security Perimeter)
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5.1.3 mysnwanutuasUasafudmnsudtingu Wesineu wazningaudu « (Securing Offices Rooms and Facilities)
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514 miﬂaﬂﬁ'uﬁaﬂﬂmmﬂﬂmEJuaﬂLLaSﬁmWLLmé'au (Protecting Against External End Environmental Threats)
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5.1.5 msufianulunuingenisnisinwanuuasasasie (Working in Secure Areas) dUaufjunnadl
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5.1.6 WundmuSudsdseas (Delivery and Loading Areas) itaUfjUAn il
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5.2 mwﬁ"umﬂaamﬁwmqﬂmzﬁ (Equipment Security)
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5.2.1 ﬂ'lﬁﬁ]ﬂ']’NLLauﬂ']i{]@Qﬂua‘Uﬂim (Equipment Setting and Protection) itaUfjUAn il
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5.2.3 ausfunsUaendsvesmsiiuansdayanuazansdeans (Cabling Security) ifeufuarsi
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5.2.4 nM3Ungesnwgunsal (Equipment Maintenance) SiTaUf U et
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(Unattended User Equipment) 4 a‘d,ﬁ Aevail
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5.2.9 uIEJmaiél”sﬁﬂq’]uﬂaaml,aﬂaﬁmmLLazuISJm&Jmiﬂaqﬁ’wﬁwaﬂamﬁamaﬂummzﬁiﬁéﬂ%m (Clear Desk and

o

Clear Screen Policy) fiTaUfjusn o)
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NUINN 6

v Lo .
N13L1InEvaYa (Encryption)

6.1 wasn1saruaunsidsiadaya (Cryptographic Controls)
nUsrasAaielinisldanussuumsdisiadeyalinnuvanzan dUseansan uazaunsadesiunisidniie vie
wWasuwUas uiladeyailuaudu wie Sy

6.1.1 uIEJ‘UWﬂmﬂ%mmmitfﬁ’liﬁasﬁalﬂa (Policy on the Use of Cryptographic Controls)
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Ailuulgune uazn1suimsdanisnuaiienisidnsiateya (Key Management) laggldaueainisitnsiieaun
Tdfudayaiidunnudu dewanseufifidmsunmsdifedeyadu wie JoyaidiAnydu

v

® fauaszuudesiinunuLuy Wireless Security Ty WPA/WPA2 (WIFI Protected Access) Tunnsidnswa

B
ToyaTeninuATasgnUe (Wireless LAN Client) uagaunsainszanedyaauuuliany (Access Point)
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o mshsiateyadiAglunisdrsestaya (Encrypted Backup) §auassuunauiiames Aesinlvillsianou
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6.1.2  AMSUIMSIANISAUA (Key Management)
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nuIn 7

ANSUSTITANNITANUNITHOANITHAZNITANRUIIUVDIATDUNYESEUNAVDIUSEN

(Communication and Operations Management)
7.1 mMsivuaninianuiuRarauwazIsn1su iR (Operational Procedures and Responsibilities)

yausrasdielinsldufifnuasnsuimsianisiasassiiugiuinuasaumeduluogrsgnieasUaonsy

7.1.1 Tumsun1sujiRauiiifuatednvaldnus (Documented Operating Procedures)
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7.1.2 MsusmssanIsmsasunlas (Change Management)
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- finsruaumInsenduganiniay (Fall Back) vesszuuu mniiadeianainseninamauasuiyas
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wWasuwUauAly
7.1.3 MUIMTIANISTAAMIINAINITAVD932UU (Capacity Management)
Fosdanu/ifnseTan1siauressruuuasnindaussuuimnaluladansaunauaznisdoarsussian
gunsalitddy Tiiauldedsderdosasiussansam wisltifuteyalunsussifivaussouzuazainy
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Storage, Network Utilization
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7.1.4 MILUARNNIATONFTIATUNTNAIUT MINARBL LATNNTIRUINNTENNNAK

o GasutsugndinaaniiLaeing LIF UM IR@wIsz UL (Develop Environment) wazlgauas
(Production Environment) 20NN
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7.2 miﬁ'ﬂmi@ﬁu%mimﬂuan (Third Party Service Delivery Management)
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¥
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7.3 NMSINUNULAZNTHBNSUSTUUATAULINA (System Planning and Acceptance)
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7.4 nsaruanuazdasiunisldauszuuazaunsalindounininUseeasd (Protection against Malicious and Mobile
Code)
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7.5 ulsurgnisdrsesdaya (Information Back-Up)

dszasdiiiausmidluimuanisdrsestoya weldlunsissuulunsdnfinmesing q 019 sesssund szuu

L@ eing

@ , o

foyadrdgnertesiunsaniunuimun Menfinsiuinvegluniosnaufiamesuivienguadeldsu

v Y

nsdsestayasgn adane wWeUsglevilumsiaudeyaliellymla 9 intiu wu nsialisa dusssunad

= [ %
STUULEYY WU

Tidauasyuuimuasiadotuiin mnuduazdisainisdrsesdeyanuaumngay dudagiuedis

adwaue wieunaiinuade Nldiiudeya Yuediuanudrfyresoyawazniseeuiuauidesiinvualay

1] o

a

Wrresoya w3e szuu Wneguiuunsdrsestoyadl 2 ¥lia Ao nisdrsesdeyanuuiin (Full Back Up) waz

Y

nsdrsestayauuudius (Incremental Backup)

Titauaszuunsivaeudeyavianuninfinisdisesfeyaliognnsuinu 1w seuduasang q Afeidesiussuy

ansauna JeyamauiingLsdu (Configuration) Teyaluguteya

AIRA Factoring PLC - IT Security Policy i1 21 970 43



AIRA Factoring Public Company Limited 319 Chamchuri Square, 17th Floor, Phayathai Road Pathumwan, Bangkok Thailand. 10330
| 139 la31 urlaaais $17a (amnzw) 319 @1ANSANTAANT TU 17 auunwyln uwpaedadIu lAUlNdY ngamns 10330
FACTORING PUBLIC COMPANY LIMITED La"uﬁum_ 0107547000141 Tel. 0-2657-6222, Fax: 0-2657-6244, 0-2657-6245

o

o Hoillfifudeuadiasiithevenseanden Sesznaudedeynoeation il
- Fespuy
- Tuahs
- sRuanuddveteya

- Tavlduadndedauataya
viltuegfuguuunisinfiudeya
o auaszuusasdlinuiimhiliuvnuvdedeyadises Bluaaniimnzan lidesdensiilvavestoya
* dowalvilinsquagunsal 3o seuvdisestoyalvisiusyansain aunsaldnuldnasaim

o dayadrsewiedldsunmmeaeulusres o eliiulaindeyaidrsediamnsaddoyanduunldesauysel

Y

o Tunsdifimulgmilunisdrsestoyasudume liawsadndunisegnauysalld liandumsudlalam waz
agunanisuilelam wagseanuse gYienssunisgiamsarsaudjifinisuasasauna ge1uienisiiy

GUEGINIG!

AIRA Factoring PLC - IT Security Policy N1 22 970 43



FACTORING PUBLIC COMPANY LIMITED

AIRA Factoring Public Company Limited 319 Chamchuri Square, 17th Floor, Phayathai Road Pathumwan, Bangkok Thailand. 10330
139 la31 urlaaais $17a (amnzw) 319 @1ANSANTAANT TU 17 auunwyln uwpaedadIu lAUlNdY ngamns 10330
Lamﬁumﬂ_ 0107547000141 Tel. 0-2657-6222, Fax: 0-2657-6244, 0-2657-6245

7.6 NMSAIANITIZUUINBIANNUARANBTZUULATEU1Y (Network Security Management)
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Removable Computer Media)

nsvhaneslenatsuardeiitilumstuiindeya asfedldsunmseyiRnnidmesdoys nustuiinmvasBon
REENVRET Y
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7.8 nsuaniasudayassaume (Exchange of Information)

319 Chamchuri Square, 17th Floor, Phayathai Road Pathumwan, Bangkok Thailand. 10330
319 @1ANSANTAANT TU 17 auunwyln uwpaedadIu lAUlNdY ngamns 10330
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ysansunansaumalUlglumanldvansay
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o Tithewansauna vuaulevisuaztunounisdesiunsianiuaeudeyasenineuiem

7.9 nstuiindeyamanisaluaznisitlseds (Logging and Monitoring)
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(physical access log)
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laidesnin 90 Ju
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AauNLAD(authentication log)
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U
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STUUaTauwa (application log)

UnyAgldanu

MUEYUTEILAT DN

(IP address, Mac address)

o a 1%
Junarnfinsldau

laitdesnin 90 Ju

wangiunsldnudumesilniu
szuuAseTngAaNim eI ly

(internet access log)

o o

Tydnldau

Y
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Ynainisldanu

fleguoaiuleduatams (full URL)
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' v
cal a =

mamimmﬂmuﬁu 0S (event services) WU @01UgMTWIUSAISV service

WiN1SIARTUAY network firewall UM sUTUUSe vi3e wAl firewall rules

laitdesnin 90 Ju

nangutuinteyavsnas
ABLILABIYD network

firewall (network firewall log)

Juuaza

IP address Aun19 (source) kagUangnia(destination)

firewall action

port #ildRnse

laidesnin 90 Ju

nangIuMsIANIsUIMITeya

(database log)

o

Tyl

]

o A v ey
Juaidnlgau

laideanin 90 Ju

o nsfesiudeyadion (Protection of Log Information)

AIRA Factoring PLC - IT Security Policy

Y1 24 910 43



. AIRA Factoring Public Company Limited 319 Chamchuri Square, 17th Floor, Phayathai Road Pathumwan, Bangkok Thailand. 10330
139 la31 urlaaais $17a (amnzw) 319 @1ANSANTAANT TU 17 auunwyln uwpaedadIu lAUlNdY ngamns 10330

FACTORING PUBLIC COMPANY LIMITED Lamﬁum. 0107547000141 Tel. 0-2657-6222, Fax: 0-2657-6244, 0-2657-6245

a

- Pinansnsfieduinmaiy eugeiiamzidmiinlasuteunanewiniy iiedesiudeya ssuunisdudin
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N13AWANNTSLETES (Access Control)

8.1 msﬂ'mqun"nswﬁ'ﬂﬁaswumsaulm (Business Requirement for Access Control)
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8.3 NM133AN1INsdnResEuUYaLElderu (User Access Management)
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fgansaune domuvuAvslunsiindssuuasaumanusseziianiidinualias 1 ady

Tfinsdaiutuiindeyansidhtiuaznsldiussuvansauneausazszuu (Log Files) luszesiiategiaoy
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8.4 nsTuRavauntifivasyldeu (User Responsibilities)
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8.5 N3AUANNSIIINNLATEUNY (Network Access Control)
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8.6 N3AIUANNSITIUTTUVUJUANS (Operating System Access Control)
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8.7 NMIATUANNTITANAIFAUILISUNTEUUUSURNTS (Control of Operational Software)

ynUszadiiietosiunisfinnsgeninislaelalasueangyn

v
v a a a o

®  AUANLAEIINAAVENSARAENTILISUNTEULUURNS Tnegldnunlilasueuynn ieliszuuufiRnud

ANNNABIATUNIU UaviTede

o  mshndsrarivisuazuilufsunuadiusunsuuussuulianisle 4 luesesmeuiiamesdedlisunisoyyn

v o

PNFBEM I TAUWA ¥3e AlasuneunngliuTavtihiuny

o
o w =

e fauaszuulUAnNTRewiNImMAReUNISIANEIEUU (penetration test) Aussuununianud Ayveuseriu
JYUULATOUIUN18UBNABUYIINITAAAIUUSTULUHUANSTA 9 Wens19n1teelniianaindu (Technical

Vulnerability Management) aasgevlwisiaz@nsilmingamungay

AIRA Factoring PLC - IT Security Policy i1 30 970 43



AIRA Factoring Public Company Limited 319 Chamchuri Square, 17th Floor, Phayathai Road Pathumwan, Bangkok Thailand. 10330
139 la31 urlaaais $17a (amnzw) 319 @1ANSANTAANT TU 17 auunwyln uwpaedadIu lAUlNdY ngamns 10330
FACTORING PUBLIC COMPANY LIMITED Lamﬁum. 0107547000141 Tel. 0-2657-6222, Fax: 0-2657-6244, 0-2657-6245

o Foslinsmuaunisindsendiasin senduaslaund verduiiantesing adueiesiildsunie indeq
T%usns Tnereuntsindsiussuualwedesihunmagey msldnuni@uetned lidelhiadymiueios
flsiuinig

o lunsdiiifimsfing feature iiufuuussuunuUfoinind fauaszuudosfionsuyiinimeasunn feature

TnlinansznusieszuulfuiRnisilded

Y

yal o

o Tdsunsumouinmeimuiasgiuiitheansaumadvuslianssofnsdaldted
YALUINIUIEUUUHURANNT Microsoft Windows
yalusunsudingu Microsoft Office
TUsunsu Microsoft Team
TUsunsu Acrobat Reader
TUsunsudszian 7-Zip File
TUsunsy Anti-virus (Web root)
Tsunsuideuunudaya (Nero Buming ROM)
TUsunsudszian Browser (Chrome)
TUsunsudsgianlianudieinde (Any Desk, Tight VNC)

I‘lJiLLﬂSﬂ,JLawwﬁiﬁ%@aqzyﬂm‘ﬁumﬂ LU (SUN, HRMI, Microsoft SQL Studio Management)
8.8 NM3AUANNTSIENUSTUUETEUmALaUaYasnsauImA (Application and Information Access Control)
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8.9 nsmvAuNsidntisdayaansauma (Information Technology Access Control)
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8.10 1AsN1sAIUANNISISaYaYa (Cryptographic Controls)
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8.11 ARuWAMATUTEIANNANILAEN1TUURIUUBNEAIUN (Mobile Computing)
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8.11.1 msi’]aaﬁ’uqﬂﬂﬁzﬁ?‘iamsﬂiumwnm (Mobile Computing and Communication)
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8.11.2 MsuURNuINNIEUBNUTEN (Teleworking)
o msmuaumsdldnussuumnaeuenuit festmualilinsmuaunslfnussuuiifauassuuldaald
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N133A%1 NITAAUI LAZNITUITITNEITEUUETEULINA

(Information System Acquisition, Development and Maintenance)

9.1 N1SAMMUAAINABINITATUAIIULUAIUABANYEINSUTZTUUEISAUNA (Security Requirements of Information

Systems)
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9.2 nsUszulanaszuUaTauUme (Correct Processing in Applications)
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9.3 aAnuliunsUaanfevasiiudayassuy (Security of System Files)
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- sipaliiifiu Source Code Magluszninsinisnaaausulifiu Source Code 7 Tdnulaasauen
9. 4 ANULUASUABANYEIMIUNTZUIUNITIUNISHAILISZUU (Security in Development and Support Processes)
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9. 5 MIUIMTIANTTVoS I lugnsauasuazaanmuls (Technical Vulnerability Management)
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9.5.1 wuMAIUNIIAISUTISIANISTRlunIntamalia (Technical Vulnerability Management)
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o iinsUsziliudedlnivesszuu (vulnerability assessment) AusyuunundiaudAnnsyuvegteslay 1

R |
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ASlazdlefinsiasunassyuunuasnanegsiitedfey wagsienunaludmiheanunnu
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NsUTMsIANsANsaliineddasiuauliuatUaanisvasuien

(Information security incident management)

10.1 N1591891UANSlLAZYATBUNNEITaIAUAIIUNUAS (Reporting Information Security Events and

Weaknesses)
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10.2 nsumsian1suazn1suiulTuiludawmansaliiineatasiuainuduaslasnsde (Management of Information

Security Incidents and Improvements)
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hnun 11
A15USTSANARL B IUNSAEIUIUYRIUSEN

(Business Continuity Management)

11.1 NISUSMISANNABLIR9TUNISAINIIUYBIUSEN
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nsujiRnudananua (Compliance)

12.1 nsufjuRmudenivuanisdungusne(Compliance with Legal Requirements)
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12.2 NM15ASARdaUANFAAABINULTEUIEANNUAsUADRNBLazSIBazIdganIanALla (Reviews of Security Policy

and Technical Compliance)
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12.3 N1FNA1TUINIINTFDUTEUUANSAUNA (Information System Audit Considerations)
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